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Job Title: 
Cloud Infrastructure Engineer (Terraform, Azure DevOps, Kubernetes & Docker)

Job Summary
We are seeking an experienced Cloud Infrastructure Engineer with deep expertise in Terraform, Azure DevOps, Kubernetes, and Docker to manage and scale our cloud infrastructure. The ideal candidate will maintain and extend a large-scale, production-grade infrastructure-as-code (IaC) repository while ensuring seamless containerization and orchestration of services. You will play a key role in provisioning Azure resources, designing CI/CD pipelines, and managing Kubernetes clusters alongside Dockerized applications. This role demands proficiency in cloud-native technologies, container lifecycle management, and cross-functional collaboration to drive operational excellence.
Key Responsibilities
    Infrastructure Management & Enhancement
1. Terraform Code Maintenance & Expansion:
Maintain and extend Terraform code for Azure resources, including Kubernetes (AKS) clusters, Docker host configurations, and Azure Container Registry (ACR).
1. Module & Variable Clarity:
Develop Terraform modules for Azure Kubernetes Service (AKS), ACR, and Docker host environments, with clear documentation for variables and dependencies.
    Containerization & Orchestration
1. Docker Image Management:
Design, build, and optimize Docker images for microservices and applications. Manage Dockerfile creation, image versioning, and secure storage in Azure Container Registry.
1. Kubernetes Cluster Management:
Provision, configure, and maintain Azure Kubernetes Service (AKS) clusters. Implement Helm charts for application deployments, manage ingress controllers, and optimize resource allocation (CPU, memory, storage).
1. Integration with CI/CD:
Automate Docker image builds and Kubernetes deployments within Azure DevOps pipelines. Ensure zero-downtime rolling updates, canary deployments, and rollback strategies.
1. Security & Compliance:
Enforce security best practices for containers, including image scanning, role-based access control (RBAC) in Kubernetes, and network policies.
1. Monitoring & Optimization:
Implement logging (e.g., Fluentd, Prometheus) and monitoring for Kubernetes pods, nodes, and Docker containers. Optimize cluster autoscaling and cost efficiency.

Pipeline Creation and DevOps Practices
1. CI/CD Pipeline Management:
Extend Azure DevOps pipelines to include Docker image builds, Kubernetes deployments (via kubectl or Helm), and integration with Terraform for AKS provisioning.
1. YAML File Expertise:
Develop pipeline stages for containerized workloads, including parallel jobs for multi-architecture Docker images and AKS namespace management.
Collaboration & Documentation
1. Documentation:
Create guides for Docker best practices, Kubernetes troubleshooting, and Helm chart usage. Document AKS cluster configurations and networking setups (e.g., Calico, Azure CNI).
1. Cross-Functional Engagement:
Collaborate with developers to containerize legacy applications and migrate workloads to Kubernetes.

Technology Scope
Containerization & Orchestration:
1. Azure Kubernetes Service (AKS), Docker, Azure Container Registry, Helm, Kustomize, and Kubernetes Operators.
1. Tools: kubectl, Docker Compose, Lens, Rancher, or Octant.
Cognitive & AI Services:
(Existing scope retained)
Compute & Web Applications:
(Existing scope retained, with emphasis on AKS node pools and Dockerized app hosting)
Data & Storage Services:
(Include Kubernetes Persistent Volumes (PVs) and Azure Disk/File storage integration)
Security & Compliance:
(Add Kubernetes secrets management, Pod Identity, and Docker image vulnerability scanning)
Networking & Content Delivery:
(Include Kubernetes ingress controllers, Azure Load Balancer integration, and Docker network configurations)
Monitoring & Analytics:
(Add Prometheus/Grafana, Azure Monitor for Containers, and Docker logging drivers)




Required Qualifications
Technical Skills
1. Kubernetes Expertise:
Hands-on experience deploying and managing AKS clusters, including Helm charts, namespaces, and RBAC policies.
1. Docker Proficiency:
Strong knowledge of Dockerfile optimization, multi-stage builds, and container runtime management.
1. Azure DevOps Integration:
Experience automating Docker/Kubernetes workflows in CI/CD pipelines (e.g., building images, deploying to AKS).
1. Infrastructure as Code (IaC):
Terraform for AKS, ACR, and Docker host provisioning. Expert-level knowledge of Terraform, including writing and debugging complex configurations and provider integration (e.g., azurerm, azapi).
1. Scripting:
Bash/Python for automating Docker/Kubernetes tasks (e.g., log parsing, cron jobs).

Professional Experience
1. Minimum 3–5 years managing Kubernetes clusters (preferably AKS) and Dockerized environments in production.
1. Experience with Kubernetes networking (CNI plugins, service meshes) and storage solutions (CSI drivers).
1. Terraform experience required. 
1. Proven experience in defining and managing CI/CD pipelines using Azure DevOps with YAML configuration files. 
1. Prior experience in enterprise-scale cloud deployments and multi-environment (dev, test, prod) configurations.
1. Demonstrated ability to integrate infrastructure as code into agile development and continuous deployment workflows.

Certifications (Preferred)
1. Certified Kubernetes Administrator (CKA) or Certified Kubernetes Application Developer (CKAD).
1. Docker Certified Associate.
1. Microsoft Certified: Azure Kubernetes Service Specialist.
1. HashiCorp Certified: Terraform Associate.

Preferred Attributes
1. Strong problem-solving and analytical skills with a detail-oriented mindset.
1. Excellent verbal and written communication skills to document complex systems and coordinate with multi-disciplinary teams.
1. Passion for continuous learning and staying current on technologies, cloud best practices, and evolving DevOps trends.
1. Ability to manage diverse technologies, from cloud cognitive services to network security and automated deployment pipelines, in a fast-paced environment.

Education
Bachelor’s degree in Computer Science, Information Technology, or a related field (or equivalent practical experience).


This role is ideal for an engineer who not only masters Terraform and Azure cloud services but also has significant experience in managing automated pipelines and YAML-based deployment files using Azure DevOps. If you thrive in a dynamic environment where you can shape the future of cloud infrastructure while driving operational efficiency, we encourage you to apply.
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