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Job Title: 
Senior Software Engineer – AI Platforms & Cloud Integration

Overview
We are seeking a skilled Senior Software Engineer with deep experience in Python, asynchronous programming, and cloud integrations to maintain and further expand our cutting‑edge AI chatbot & Agent platform. This role is responsible for developing, optimizing, and scaling a complex codebase that integrates Azure cloud services, LLM models (via LangChain), dynamic REPL sessions, and robust multi‑tool workflows leveraging MCP technologies. The ideal candidate will have expertise in modern API integrations, distributed systems, and end‑to‑end solutions for conversational AI applications.

Key Responsibilities
Maintain & Enhance the Existing Codebase:
0. Ensure stability, performance, and security of a multifaceted codebase covering asynchronous operations, streaming responses, and error handling.
0. Refactor and extend code related to dynamic session management (including Python REPL tools) and AI query handling based on frequent input from users and evolving requirements.
Cloud & API Integration:
0. Integrate and troubleshoot Azure services, including Azure Blob Storage, Azure Search Documents, and Azure Identity for secure API calls. Additional OpenSource Technology integrations, as needed.
0. Develop the MCP Integration strategy and implementation within the overall technology framework for AI Agents.
0. Maintain interactions with multiple external libraries (e.g., LangChain, LangGraph, aiohttp, requests, PIL) to ensure compatibility and up-to-date functionality.
AI & Conversational Flow Development:
0. Design, develop, and optimize prompt engineering and chat workflow logic in collaboration with data science teams for LangGraph Agentic AI.
0. Work closely with LLM API (including deployments via Azure OpenAI) to refine and stream AI responses using a variety of models (GLM, TEM, GPT variants).


Asynchronous Programming & Streaming:
0. Write and maintain asynchronous code using asyncio and async/await patterns—including custom async iterators for real-time data streaming.
0. Manage prompt generation, file transfers, and communication pipelines seamlessly across asynchronous endpoints.
Security, Debugging & Best Practices:
0. Enforce security protocols related to API keys, token retrieval via Azure Identity, and environment variable setups.
0. Implement effective debugging and error handling for streaming JSON data, file uploads/downloads, and dynamic session transfers.
0. Develop and maintain unit tests, documentation, and CI/CD processes to ensure code quality and maintainability.
Collaboration & Cross-Functional Communication:
0. Work with product owners, data scientists, and DevOps teams to align on product enhancements and complex integrations.
0. Provide technical guidance on the future expansion of the chatbot platform and its underlying back‑end services.

Technical Environment & Tools
Python Environment:
0. Python 3.8+: The codebase leverages modern Python features like asynchronous programming, type hints, and context managers.
Cloud Services & Azure SDKs:
0. Azure Search Documents (aio version): For asynchronous interactions with the Azure Search service.
0. Azure Storage Blob v12+: For managing blob storage operations.
0. Azure Identity v1+: For secure token-based authentication for API calls.
AI & OpenAI Integrations:
0. OpenAI Python Library: For direct interactions with OpenAI’s models and API endpoints.
0. Azure OpenAI Service: All interactions with the language model deployments are securely managed through Azure OpenAI.



LangChain / LangGraph Ecosystem & Versions:
0. langchain v0.0.245 (or the current stable release): Core library providing the framework for agent creation, prompt management, and conversational flows.
0. langchain_azure_dynamic_sessions: Facilitates dynamic management of Python REPL sessions; candidates should be familiar with its integration nuances.
0. langchain_community: Provides additional tools (e.g., WikipediaQueryRun, WikipediaAPIWrapper) that extend the base LangChain functionalities.
0. langchain_core: Contains prompt templates (ChatPromptTemplate) and other core utilities essential for effective prompt engineering.
0. LangGraph - LangGraph is a low-level orchestration framework for building, managing, and deploying long-running, stateful agents. 
Networking & HTTP:
0. aiohttp v3.8+: For handling asynchronous HTTP sessions.
0. requests v2.27+: For synchronous HTTP operations, such as file downloads or API calls.
Additional Libraries & Tools:
0. Pillow (PIL) v8.4.0+: For image processing, including reading and manipulating images within the codebase.
0. Core Python libraries such as os, re, json, and itertools for file handling, text processing, and data manipulation.
0. MCP Server Development and Integration

Required Qualifications and Skills
Programming Expertise:
0. Advanced proficiency in Python, especially with asynchronous programming, context management, and real-time streaming.
0. In-depth knowledge of RESTful API integrations and working extensively with external libraries and SDKs.
Cloud & Infrastructure Experience:
0. Hands-on experience with Microsoft Azure services and their respective SDKs.
0. Proven background in managing secure API key integrations and cloud-based data pipelines.



AI/ML & Conversational Systems:
0. Familiarity with LLM’s (OpenAI’s models and Azure OpenAI services).
0. Strong knowledge of prompt engineering best practices and conversational AI frameworks such as LangChain and LangGraph.
Database and Service Integration:
0. Experience with SQL, NoSQL, crafting robust queries for configuration and parameter management. Vector Store experience.
0. Capable of working with both synchronous and asynchronous data pipelines.
Problem-Solving & Analytical Skills:
0. A track record of troubleshooting complex systems and implementing robust error-handling and logging mechanisms.
0. Ability to optimize performance within large codebases while ensuring maintainability across deployments.
Preferred Qualifications
1. Experience with enterprise-level software design and microservices architecture.
1. Familiarity with containerization technologies (e.g., Docker) and continuous integration pipelines.
1. Prior background in developing interactive, real-time, and streaming systems for conversational or AI-driven applications.

Personal Attributes
1. Collaborative: Excellent communication skills with a proven ability to work in agile, cross-functional teams.
1. Detail-Oriented: A commitment to writing clean, maintainable, and well-documented code.
1. Innovative & Self-Motivated: A passion for staying updated with emerging AI technologies and a drive to integrate them into scalable production systems.

This comprehensive job profile is designed to attract candidates who are passionate about working at the nexus of AI, cloud computing, and real‑time software systems. The role demands technical acumen, innovative problem-solving, and effective cross-functional collaboration to drive forward our state‑of‑the‑art AI chatbot platform.
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